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Functional Safety 
“Part of the overall safety relating to the equipment under control (EUC) and the EUC control system 

which depends on the correct functioning of the electrical / electronic / programmable electronic 

(E/E/PE) safety-related systems, other technology safety-related systems and external risk reduction 

facilities” 

The ability of a safety instrumented system or other means of risk reduction to carry out the actions 

necessary to achieve or to maintain a safe state for the process and its associated equipment. 

Applicable Standards 
 IEC-61508: Functional Safety of Electrical/ Electronic/ Programmable Electronic Safety 

Related Systems  

 IEC-61511: Functional safety – safety instrumented systems for the process industry sector  

 ANSI/ISA-84.01: Application of Safety Instrumented Systems for the Process Industries 

 IEC 62280-1: Railway applications - Communication, signaling and processing systems - Part 
1: Safety-related communication in closed transmission systems 

 IEC/EN 62061: Safety of machinery: Functional safety of electrical, electronic and 
programmable electronic control systems 

 ISO 13849-1: Safety of machinery -- Safety-related parts of control systems 

Safety Lifecycle 
The necessary activities involved in the implementation of safety instrumented functions, occurring 

during a period of time that starts at the concept phase of a project and finishes when all of the 

safety instrumented functions are no longer available for use. 
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Risk 
A Risk is the amount of harm that can be expected to occur during a given time period 

due to specific harm event. There is no such thing as zero risk. Therefore the concept of 

defining and accepting a tolerable risk for any particular activity prevails. 

 
 

 
A sample for Risk Matrix 
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Concept of Risk Reduction 

Risk Reduction 
SIS achieves risk reduction by reducing the frequency/severity of the hazardous event. 

The amount of risk reduction achieved is indicated by the risk reduction factor (RRF): 

 

RRF = probability of risk in state 1 / probability of risk in state 2 

Safety Integrity Levels 
A SILn system is a short way of saying “system developed using appropriate techniques 

and measures to ensure that the system meets the systematic failure requirements of a 

specific safety function X at SILn”. 

 

SIL Rating Range of PFD Range of RRF 

B A Single E/E/PES is not sufficient 

4 10-5PFD<10-4 100,000RRF>10,000 

3 10-4PFD<10-3 10,000RRF>1,000 

2 10-3PFD<10-2 1,000RRF>100 

1 10-2PFD<10-1 100RRF>10 

A No Special Safety Requirements 

-- No Safety Requirements 

Safety Related Systems 
 Passive protection systems 
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 Alarms 

 Non-instrumented systems 

 Safety Instrumented Systems (SIS) 

aka: trip system, shutdown system, interlock, instrumented protection system (IPS) 

 

 
Typical structure of a Safety Instrumented System (SIS) 

 

The action of a Safety Instrumented System (SIS) is called a Safety Instrumented 

Function (SIF). More than one SIF may be assigned to a single SIS. 

Stages of SIL Study 
1. Target SIL Evaluation 

2. SIL Verification 

Required Documents for SIL Evaluation 
 P&ID 

 Cause & Effect Charts 

 HAZOP Report 

 Process Description 

 Logic Diagrams 

 ESD Philosophy 

 Control Philosophy 

 Blowdown Philosophy 

SIL Target Evaluation Study 
 Quantitative Technique 

 Qualitative Techniques 

Layers of Protection 
1. Basic Process Control System (BPCS). 

2. Automated shutdown sequences in the process control system combined with operator 

intervention to shut down the process. 

3. Safety Instrumented System (SIS). It is a safety system independent of the process 

control system. It has separate sensors, valves and logic system. No process control is 

performed in this system; its only role is safety. 
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4. Active protection layer such as valves or rupture disks designed to provide a relief 

point that prevents a rupture, large spill or other uncontrolled release that can cause an 

explosion or fire. 

5. Passive protection layer like a dike or other passive barrier that serves to contain a fire 

or channel the energy of an explosion in a direction that minimizes the spread of 

damage. 

6. Emergency Response Plan (ERP). 

 

 

 
Concept of Layers of Protection 

Quantitative Method 
See also IEC 61511-3:2003, Annex B 

Example: 
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Tolerable Frequency of Fatality: 1e-5 per year 

Failure rate of 

BPCS 

Failure Rate of 

Dike 

Probability of 

Ignition 

Probability of 

personnel in area 

Probability of 

fatality 

0.1 0.01 1.0 0.5 0.5 

 

 Frequency of Fire: 0.1 × 0.01 × 1.0 = 1e-3 

 Frequency of Fatality: 1e-3 × 0.5 × 0.5 = 2.5 e-4 

 Risk Reduction Factor: 2.5e-4 / 1e-5 = 25 
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Qualitative Methods 

Risk Matrix 

 

Risk Graph 
According to IEC 61511, the semi-qualitative method of the calibrated risk graph enables 

the safety integrity level of a safety-related loop to be determined from knowledge of the 

risk factors associated with the process and basic process control system. 

The approach uses a number of parameters, which together describe the nature of the 

hazardous situation when safety-related loops fail or are not available. One parameter is 

chosen from each of four sets, and the selected parameters are then combined to decide 

the SIL allocated to the safety-related loop. These parameters allow a graded assessment 

of the risk to be made, and represent key risk assessment factors. 

Risk graph method is widely used for reasons outlined in section below. The risk graph 

and the descriptions of its four parameters and the ranges for each parameter are shown in 

Figure and Table below, respectively. This methodology can be applied for safety 

protection, environmental protection or asset protection. When the safety integrity level 

of a safety-related loop is assessed for different protections (safety, environmental and/or 

asset), the most conservative SIL target shall be chosen for this loop. 

As risk graph method is a semi-quantitative technique it does not require precise hazard 

rates, consequences, and values for other parameters of the method. Hence, no special 

calculations or complex modeling is required. Moreover, it can be applied as a team 

exercise, similar to HAZOP, so that individual bias can be avoided. This way, all team 

members (e.g. from design, operations, and maintenance) will acquire a comprehensive 

understanding of process hazards and risks. 

Another advantage of this method is fast conclusion process because it does not require a 

detailed study of relatively minor hazards and it can be used to assess many hazards 

relatively quickly. It is also useful as a screening tool to identify hazards which need more 

detailed assessment and minor hazards which do not need additional protection. 
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Risk Graph 

Consequence 

CA Minor injury 

CB 0.01 to 0.1 probable fatalities per event 

CC >0.1 to 1.0 probable fatalities per event 

CD >1.0 probable fatalities per event 

Exposure 

FA <10% of Time 

FB 10% of Time 

Avoidability/Unavoidability 

PA >90% probability of 

avoiding hazard 

<10% probability hazard 

cannot be avoided 

PB 90% probability of 

avoiding hazard 

10% probability hazard 

cannot be avoided 

Demand Rate 

W1 <1 in 30 years 

W2 1 in >3 to 30 years 

W3 1 in >0.3 to 3 years 

  



 

 
 

10  
S

A
F

E
T

Y
 

I
N

T
E

G
R

I
T

Y
 L

E
V

E
L

S
 

Risk Parameter  Classification Remarks 

Consequence (C) 

Number of fatalities 

CA Minor injury 1. The classification system has been 

developed to deal with injury and 

death to people. 

2. For the interpretation of CA, CB; CC 

and CD, the consequences of the 

accident and normal healing should be 

taken into account. 

CB Serious injury or one death 

CC Multiple deaths 

CD Catastrophic 

Occupancy (F) 

This is calculated by determining 

the proportional length of time 

the area exposed to the hazard is 

occupied during a normal 

working period. 

Note 1 If the time in the 

hazardous area is different 

depending on the shift being 

operated then the maximum 

should be selected. 

Note 2 It is only appropriate to 

use FA where it can be shown 

that the demand rate is random 

and not related to when 

occupancy could be higher than 

normal. The latter is usually the 

case with demands which occur 

at equipment start-up or during 

the investigation of 

abnormalities. 

FA Rare to more frequent 

exposure in the hazardous 

zone. 

3. See remark 1, above. 

FB Frequent to permanent 

exposure in the hazardous 

zone. 

Probability of avoiding the 

hazardous event (P) if the 

protection system fails to 

operate. 

PA Adopted if all conditions in 

remark 4 are satisfied 

4. PA should only be selected if all the 

following are true: 

- facilities are provided to alert the 

operator that the safety related loop 

has failed; 

- independent facilities are provided to 

shut down such that the hazard can be 

avoided or which enable all persons to 

escape to a safe area; 

- the time between the operator being 

alerted and a hazardous event 

occurring exceeds 1 hour or is 

definitely sufficient for the necessary 

actions. 

PB Adopted if all the conditions 

are not satisfied 

Demand rate (W) 

The number of times per year 

W1 Very low demand rate 5. The purpose of the W factor is to 

estimate the frequency of the hazard 
W2 Low demand rate 
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that the hazardous event would 

occur in absence of safety-related 

loop under consideration. 

W3 Relatively high demand rate taking place without the addition of 

the safety-related loop 

 

 

Consequence Parameters – Environmental 
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SIL Verification Techniques 
 Simplified Equations 
 FTA 
 Markov Method 

Available Software for SIL Verification 
 ExSILEntia by exida, www.exida.com  
 SILSolver by SIS-Tech, www.sis-tech.com  
 SILCore by ACM (Canada), www.silcore.com  
 AEShield by AE Solutions, www.aesolns.com 

 

SIS Failures 
A Safety Instrumented System (SIS) may fail in different modes. These failure modes may be: 

 Failure Modes (causes): 
 Systematic Failures: specification, design, implementation (wiring/tubing errors, 

inadequate electrical/pneumatic power supply, improper or blocked-in connections 
to the process, installation of wrong sensor or final control component), Software 
errors, operation and modification 

 Random Hardware Failures 
 Failure Modes (results): 

 Safe 
 Dangerous 
 Detected (overt) 
 Undetected (covert, hidden) 

 

Therefore failures are divided as follows: 

 Safe/Detected: λSD 
 Safe/Undetected: λSU 
 Dangerous/Detected: λDD 
 Dangerous/Undetected: λDU 

Primary Definitions: 
 Failure Frequency 
 Mean Time To Fail (MTTF) 
 Probability of Failure upon Demand (PFD) 
 Test intervals (TI) (directly affects PFD) 
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Reliability 

 
R(t+t)=R(t) -  t R(t) 

R(t)=exp(- t) 

P = 1- R 

P(t) = 1- exp(- t) 

 Instantaneous PFD: PFD(t) = 1 - e-λt 
 When λt<0.1 : PFD(t) ≈ λt 

 

 

Working Example: 
Vendor data for “NAMUR proximity switch NJ2-12GM-N (SJ2-N*)” are as follows: 

total = 29 FIT , SFF = 76% 

Complete the following table: 

Proof Test Interval PFDavg SIL Capability 

1 year   

2 years   

5 years   

 



 

 
 

14  
S

A
F

E
T

Y
 

I
N

T
E

G
R

I
T

Y
 L

E
V

E
L

S
 

Other Definitions: 
 Mean Time To Repair (MTTR) 
 Availability = MTTF / (MTTF+MTTR) 
 De-energize to trip (DTT) 
 Energize to trip (ETT) 
 Diagnostic Coverage Factor  

 C = λD/ λ  
 Spurious Trip: MTTFSpurious  
 Safe Failure Fraction (SFF):  

Fraction of the failure rate, which does not have the potential to put the safety related system in a hazardous 

state. 

 
 Safety Integrity: 

“The probability of a Safety Instrumented Function satisfactorily performing the required safety 

functions under all stated conditions within a stated period of time.” 

Common Cause Failure 
A failure, which is the result of one or more events causing coincident failures of two or more 

separate channels in a multiple channel system, leading to a system failure. Common cause is 

characterized by Beta Factor (Common Cause Factor): 

β = λC/ λ 

Beta factor is calculated by a scoring model. The parameters are calculated as follows: 

 S = X + Y to obtain the value of β (for undetected failures) 
 SD = X(1 + Z) + Y to obtain the value of βD (for detected failures) 

 

See IEC61508:2010, Part 6, Pages 88&89 
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Redundancy 
Use of multiple elements or systems to perform the same function; redundancy can be implemented 

by identical elements (identical redundancy) or by diverse elements (diverse redundancy). 

HFT = maximum number of failures that can be tolerated in a SIS component 

Architectural Constraints on type A safety-related systems 

 

Architectural Constraints on type B safety-related systems 

 

Subsystem type A: A subsystem can be regarded as type A if, for the components required to 
achieve the safety function 

  the failure modes of all constituent components are well defined; and 
  the behavior of the subsystem under fault conditions can be completely determined; and 
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  there is sufficient dependable failure data from field experience to show that the claimed 
rates of failure for detected and undetected dangerous failures are met. 

Subsystem type B: A subsystem shall be regarded as type B, if for the components required to 
achieve the safety function 

 the failure mode of at least one constituent component is not well defined; or 

 the behavior of the subsystem under fault conditions cannot be completely determined; or 

 there is insufficient dependable failure data from field experience to support claims for rates of failure 

for detected and undetected dangerous failures. 

Simplifying, one can say that as long as programmable or highly integrated electronic components are used, a 

subsystem must be considered as type B. 

Failure Rate Data 
 OREDA - SINTEF 
 PERD - CCPS 
 IEREDA 
 MIL 
 SERH - Exida (www.sael-online.com) 
 … 

 

Simplified Equations 
Assumptions: 

 Component failure and repair rates are assumed to be constant over the life of the SIF. 
 Once a component has failed in one of the possible failure modes it cannot fail again in one 

of the remaining failure modes. 
 The equations assume similar failure rates for redundant components. 
 The Test Interval (TI) is assumed to be much shorter than the Mean Time To Failure (MTTF). 

 

 SIS PFDavg: 

 

 Converting MTTF to failure rate: 

 

 PFDavg: 

 

 PFDavg (including systematic failures): 

 

 

 

http://www.sael-online.com/
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Full equations: 

 

 1oo2 

 

 1oo3 

 

 2oo2 

 

 2oo3 

 

 2oo4 

 

Simplified equations: 

Voting type Equation 

1oo1 
 

1oo2 
 

1oo3 
 

2oo2  

2oo3  

2oo4  
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Spurious Trip Rate (STR) 

 

In the above equation: 

 λS is the safe or spurious failure rate for the component, 
 λDD is the dangerous detected failure rate for the component, 
 λF

S is the safe systematic failure rate for the component 
 

Voting type Equation 

1oo1  

1oo2  

1oo3  

2oo2 
 

2oo3 
 

2oo4 
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Fault Tree Analysis 
Fault tree analysis (FTA) is a top down, Deductive reasoning failure analysis in which an undesired 

state of a system is analyzed using Boolean logic to combine a series of lower-level events. This 

analysis method is mainly used in the field of Safety engineering and Reliability engineering to 

understand how systems can fail, to identify the best ways to reduce risk or to determine (or get a 

feeling for) event rates of a safety accident or a particular system level (functional) failure. 

 

 

 

  

AND Gate OR Gate 

PFDtotal = PFD1 × PFD2 PFDtotal = PFD1 + PFD2 - PFD1 × PFD2 

PFDtotal = PFD1 × PFD2 × … × PFDN (1-PFDtotal) = (1-PFD1) × (1-PFD2) × … × (1-PFDN) 

 

PFD1 PFD2

TOP EVENT

PFDtotal

PFD1 PFD2

TOP EVENT

PFDtotal

http://en.wikipedia.org/wiki/Deductive_reasoning
http://en.wikipedia.org/wiki/Boolean_logic
http://en.wikipedia.org/wiki/Safety_engineering
http://en.wikipedia.org/wiki/Reliability_engineering
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Procedure 

 

1. SIF Description and Application Information 
2. Top Event Identification 
3. Construction of the FTA 
4. Qualitative Examination of the Fault Tree Structure 
5. Quantitative FTA Evaluation 

 

Top events: 

 For SIL determination, the Top Event is the probability of the SIF to fail on process demand 
for a given safety function. 

 For availability purposes, the top event is spurious trip of SIF. 
 

 

 

Typical HIPPS System 

 

 


